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SECURITY AND PRIVACY STATEMENT 

Our Privacy Commitment to You. We recognize, respect and protect the personal privacy rights of all 
our customers. We realize that our customers entrust us with personal information and it is our policy to 
maintain our customers’ information in a confidential manner. We are committed to providing the 
highest level of security and privacy regarding the collection and use of our customers’ personal 
information, as well as personal information of all consumers who visit our institution and website.  
 
 
Confidentiality and Security of Nonpublic Personal Information.  We restrict access to nonpublic 
personal information about you to those employees who need to know that information to provide 
products or services to you. We maintain physical, electronic and procedural safeguards that comply 
with federal standards to guard your nonpublic personal information.  
 
 
Nonpublic Personal Information We Collect. We collect nonpublic personal information about you from 
the following sources: 

 Information we received from you on application or other forms. 

 Information about your transactions with us, our affiliates or others. 

 Information we receive from a consumer reporting agency. 
 
 
Nonpublic Personal Information We Disclose.  We do not disclose, nor do we reserve the right to 
disclose, any nonpublic personal information about our customers or former customers to anyone, 
except to other nonaffiliated third parties as permitted by law.  
 
 
Notify Us of Inaccurate Information We Report To Consumer Reporting Agencies. Please notify us if we 
report any inaccurate information about your account(s) to a consumer reporting agency. Your written 
notice describing the specific inaccuracy(ies) should be sent to us at the following address: 

 
Native American Bank 

201 N Broadway 
Denver CO, 80203 
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The first time you login to Online eBanking, you will complete a one-time enrollment which activates 
your account(s) for access to Online eBanking. This setup process is intended to provide you with the 
best security possible.  

 

1. Visit www.nativeamericanbank.com.  
2. At the top of every page, you can select Online eBanking. You can also select the Online eBanking 

option under the Services Tailored To Your Needs section on the main page of the website. 

 

 

 
3. Once you have accessed the Online eBanking page, click the Enroll button to begin the setup 

process of your Online eBanking account.  

 

  

2 

 2 3 

NEW ONLINE eBANKING USER – FIRST TIME ENROLLMENT 
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4. You must read and agree to the Online eBanking Services Agreement before continuing on to 
complete your enrollment to Online eBanking. 

 

 

5. Select either Personal or Business account. Enter your Social Security Number (do not enter 
dashes), account number (without preceding zeros) and the email address on file with Native 
American Bank. 

 
 

  

4 

5 

5 

5 

5 
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6. A. Input your First, Middle and Last Name, the mailing address on file with the bank, and your date 
of birth (mmddyyyy). 
B. For Business accounts, input the Business Name and the mailing address on file with the bank. 
C. If any information is entered incorrectly, an Error Message will appear. If you have tried to enroll 
in Online eBanking multiple times and keep getting an error message, contact Native American Bank 
for help to complete the enrollment process.  

 

 
  

6a 

6a 

6a 

6a 

6b 

6b 

6b 
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7. If the information entered does not match the information provided to Native American Bank, an 
error message will appear preventing further enrollment in Online eBanking. You can return back to 
the NAB website and try enrolling again. If you fail the enrollment process multiple times, you will 
be required to contact Native American Bank to help complete your enrollment to Online eBanking.  

 

 

8. If the information is entered correctly and matches the information provided to the bank, you will 
see the following message. To get to the next step of the enrollment process you need to select the 
Send Email Verification button.  

 

  

7 

8 
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9. When the Verification Email has been successfully sent, the following message will appear. 

 

 
10. You will then need to log on to your personal email account from the same computer that you 

started the enrollment process on. The verification email will contain a hyperlink that will only be 
valid for only 1 hour after being sent. Click the hyperlink to complete the enrollment process. 

 

  

10 
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11. The hyperlink from the email will take you to the following page. This page will provide you with an 
Online eBanking ID. You will need this 12 digit ID number to log on to Online eBanking for the first 
time. Once you have written or copied your Online eBanking ID, select the button that says Return 
to NAB website. 

 
 
12. You will be taken to a page where you need to create a password. Your initial password is the Last 4 

digits of your Social Security Number. Follow the Password Rules for creating a new password. If 
you want to change your Online eBanking ID from the system generated one to one of your 
choosing, select the Change button next to the Current ID. 

 

11 

12 

12 

XXXXXXXX 

XXXXXXXX 
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13. After selecting the Change button, the Online eBanking ID section will open up for editing. You need 
to follow the Online eBanking ID Rules for creating a new ID. Select the Continue button when 
ready.  

 

The system will not allow multiple people to have the same ID. If you try to create a new ID that is 
already being used by another Online eBanking User, you will get the error message below. Open a new 
web browser and complete Steps 1 and 2. When you get to the Login to Online eBanking screen, enter 
the system generated Online eBanking ID. You will then enter your initial password from Step 12. Follow 
Step 12’s instructions to move forward.   

 
 
14. Select a Security Image. Select the Next button under the images displayed to filter through more 

options. This image will be shown each time you log in as a security measure. 

 

13 

14 

XXXXXXXX 
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15. This is a description of our Security Features. After you have read it, select the Continue button. 

 
 
16. From the drop down menus, select three Verification Questions and create answers. 

 

  

16 
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17. You will need to Confirm the questions and answers you have chosen for your Verification 
Questions. If an answer is incorrect, select the Edit button to return to Step 16 and make the 
necessary changes.  

 
 
18. This page is a description of the question you will need to create in the next step. Make sure to read 

this so that you know when this extra question will be asked.  

 

  

17 

Your Answer 

Your Answer 

Your Answer 
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19. You will need to create a question and answer for any potentially fraudulent activity. It is best to 
make this question and answer different than your Security Verification questions and answers. An 
example of a question and answer is below. Once this question is created and the Submit button is 
selected you will be fully enrolled and logged in to Online eBanking! 

 
 

 

YOUR EMAIL ADDRESS 

Your Name 

19 

XXXXXXXXXXX 

XXXXXXXXXXX 
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Return to Table of Contents 

  

YOUR EMAIL ADDRESS 
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After your successful enrollment in Online eBanking, you will immediately see this page. It is the Online 
eBanking Accounts page. This page has been set as the default home page for all Online eBanking users. 
The next few pages will walk you through the options available in the Online eBanking tab. If you ever 
need more information about what to do on a screen, you can select the question mark in the green 
circle and a pop-up box will appear and give you more information.  

1. Online eBanking – Accounts 
From the main screen, you will see a listing of all of your deposit and loan accounts linked to your 
Online eBanking account along with the current balance. If your Online eBanking account receives 
Alerts, they will appear under the Welcome (Your Name)! message. At the bottom of the screen you 
will be shown the last time your Online eBanking account was accessed and how many times your 
Online eBanking account has been accessed in the last month. Your security image will appear at the 
bottom of each page you visit while in Online eBanking.  

 
  

Online eBanking Tab 

 

XXXXXXXXXXX 

XXXXXXXXXXX 
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Each account will have a dropdown list of possible actions you can take on that specific account. These 
options will also appear under the Online eBanking tab once you click into a specific account. 

 

 
2. Online eBanking – Dashboard 

This is the Dashboard screen. This screen is very similar to the Accounts screen, but in a different 
format. If you want, you can set the Dashboard screen as the home page for your Online eBanking 
account instead of the Accounts screen. From the Dashboard screen you can send secure messages 
to Native American Bank and receive replies in return. You can also change the way the information 
is displayed by choosing the Configure This Page hyperlink. You can change the columns in which 
information is shown or even remove sections you don’t wish to view.  

 

  

2 

XXXXXXXXXXX 

XXXXXXXXXXX 

XXXXXXXXXX 

XXXXXXXXXX 

XXXXXXXXXX 

XXXXXXXXXX 

XXXXXXXXXX 
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3. Online eBanking – Interest Rates 
Interest rates for Native American Bank are not provided in Online eBanking but are available in the 
website at www.nativeamericanbank.com. Interest rates on the website are updated as soon as any 
changes to the rates are made.   

 

 
4. Online eBanking – Transactions 

Current Transactions: This page will show the current transactions for whichever account is selected 
from the dropdown menu. The transactions will be listed in descending order with the most recent 
transactions at the beginning and the older transactions toward the bottom. You can determine the 
date range of what transactions are listed by selecting a preset option in the upper right section of 
the Current Transactions subheading. You can print a listing of your current transactions by selecting 
the Print button. A printable format of the transaction list, including the totals of debits, credits and 
the daily balance will appear for you to select the printer of your choice.  

 

  

4a 

XXXXXXXXXX 
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Download: From this section, you can select a specific account and date range of transactions to 
download into an external format to make your bank statement information easily convertible to 
another source for bookkeeping.  

 

  

Search: If you are looking for a specific transaction, you can use this section to search by various 
criteria for the item you are in search for.  

 

4b 

4b 

4b 

4c 

XXXXXXXXXXX 

XXXXXXXXXX

 
 XXXXXXXXXXX 

XXXXXXXXXXX 

XXXXXXXXXX

 
 XXXXXXXXXXX 
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5. Online eBanking – Transfers 
New Transfer: To make transfers between your Native American Bank accounts, you can use this 
section. You will need to select the accounts being transferred to and from, the transfer amount, 
frequency and date of transfer. Possible frequency options are One Time, Weekly, Bi-Weekly, Semi-
Monthly and Monthly. The One Time frequency is the only frequency option that does not require a 
Stop Date to be entered. Stop Dates can only extend out 50 years. The Weekly and Bi-Weekly 
frequencies will require you to pick the date of the week that the transfer will occur on and for the 
Semi-Monthly and Monthly options, you will have to pick the day of the month that the transfer 
takes place. For all the possible frequencies, you have the option to enter a Transfer Memo. The 
Transfer Memo will appear in the description section of the Current Transactions. After you enter 
the transfer information you will select Submit.  

 

The next screen you see will be the Review screen. You can Cancel or Edit the transfer if you wish. If 
the information for the transfer is correct, you will select the Confirm button.  

 

5a 

5b 

XXXXXXXXXX

 
 XXXXXXXXXXX 

XXXXXXXXXX

 
 XXXXXXXXXXX 
XXXXXXXXXX

 
 XXXXXXXXXXX 
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After you select the Confirm button, a Confirmation page will appear. This will tell you the 
transactional information, such as the date and time the transfer was entered, the date transfer will 
take place, along with the amount of the transfer and any Transfer Memo information you entered. 
You will also get a confirmation number. If your transfer does not take place, the confirmation 
number can help Native American Bank search for the transaction. Once you see this page, your 
transfer is complete. If you wish to enter another transfer, you can select the Add Another Transfer 
button and be taken back to the New Transfer screen. 

 

Pending: This screen will show all the pending transactions for the account selected. Only debit 
transactions are shown. The transfer will not appear as Pending on the credit account. You can 
delete a transfer by selecting the Quick Delete button to the left of the transfer and clicking the 
Delete Selected button. You can also View, Edit or Delete a transfer by selecting an option from the 
dropdown menu to the right of the transfer. If you choose to Delete a transfer, you will be given the 
option to cancel or confirm the decision in a pop-up screen.  

 

5c 

5d 

5d 

XXXXXXXXXXXXXXXXX

 
 XXXXXXXXXXX 
XXXXXXXXXXXXXXXXX

 
 XXXXXXXXXXX 

XXXXXXXXXX

 
 XXXXXXXXXXX 

XXXXXXXXXX

 
 XXXXXXXXXXX 
XXXXXXXXXX

 
 XXXXXXXXXXX 

XXXXXXXXXX

 
 XXXXXXXXXXX 
XXXXXXXXXX

 
 XXXXXXXXXXX 
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History: Previously completed transfers will be listed on this page.  

 

 
6. Online eBanking – Stop Payments 

New: If you have a check that you need to stop the payment on, you will use this screen to enter the 
information. Stop Payments entered through Online eBanking can ONLY be placed on CHECK items. 
Stop Payments cannot be placed on Debit Card transactions. If you need to place a Stop Payment on 
an ACH transaction or electronic transfer, you will need to contact Native American Bank for help. 
To enter a Stop Payment, you will first need to make sure that the account selected from the drop 
down menu is the account the check is written from. Then enter the date of the check, the check 
number, amount and the payee of the check. You can enter Remarks if you choose, such as ‘check 
lost’, but it is not a required field. Once the information has been entered, select Submit. 

 
6a 

XXXXXXXXXX

 
 XXXXXXXXXXX 
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Review the Stop Payment information. If everything is correct, select Confirm. If it is not, select Edit 
and you will be returned to the previous screen.  

 

This is the Stop Payment confirmation screen. It will display the Stop Payment information along 
with the date and time the Stop Payment was entered. From here you can navigate to any screen 
you wish or you can select Add Another Stop and be returned to the first page of the Stop Payment 
section. If you entered a Stop Payment in error, you will need to contact Native American Bank to 
get the Stop Payment information deleted.  

 

  

XXXXXXX 

XXXXXXXXXXXX 

XXXXXXXXXXXXXX 

XXXXXXX 

6b 

XXXXXXXXXX

X 
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Current: This screen will show you all the active Stop Payments for the account selected from the 
drop down menu. Once the Stop Payment has expired, it will no longer be shown on this list. If you 
select the View hyperlink to the right of the Stop Payment, a pop-up box will appear showing not 
only the information available in the list view but also the expiration date and the date and time 
that the Stop Payment was entered.  

 

 
7. Online eBanking – Statements 

This screen will show all the recent statements for the account selected from the drop down list. To 
the right of each month’s statement, you have the option to view the statement in a PDF, TXT or 
HTML format. The PDF and TXT formats allow you to download a copy of the statement. The HTML 
format only allows you to view the statement in your current browser.  

 

  

XXXXXXXXXXX 

XXXXXXXXXX 

7 

XXXXXXX 
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8. Online eBanking – Account Info 
This screen allows you to see account information in a more succinct fashion. Once the account is 
selected from the drop down list, you will see information such as the date the account was opened, 
names of other signers on the account and the current balance. Below are examples of a checking 
account, a CD and a loan and the different information available for each type of account.  

 

 

8 XXXXXXXXXX 

XXXXXXXXXX 

XXXXXXXXXXXX 

XXXXXXXXXXXX 
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Return to Table of Contents 
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Native American Bank uses a third party vendor for our Bill Pay option. You can use Bill Pay to send 
money to individuals or companies by entering in their information into the system and selecting a 
payment amount and time. Because the Bill Pay product is not monitored or controlled by Native 
American Bank, any issues or questions you have with regards to payments you have made or scheduled 
through Bill Pay will have to be requested to the Bill Pay site directly. Once you have successfully 
enrolled, you can find ways to contact Bill Pay by looking just underneath the Bill Pay tabs to the right 
side of the screen for a Chat Now option or at the bottom of the page for the phone number. You can 
send a message, call their help line at 866-834-4355 or chat directly with an agent through the Chat Now 
link.  

The following steps will show you how to enroll in this service. 

1. When you select the Bill Pay tab, you will see the accounts you have accessible through Online 
eBanking shown as options for Bill Payment. If you are not able to view an account when in the 
Online eBanking tab, it will not be an option for you in the Bill Pay tab. You do not have to select all 
of the accounts given as options at the time of enrollment. You can add an account at a later time is 
you wish. Once you have made your account selection, click the Continue button.  

 

  

Bill Pay Tab 

1 

1 

XXXXXXXXXX

 
 XXXXXXXXXXX XXXXXXXXXX

 
 XXXXXXXXXXX 
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2. Read through the Bill Payment Agreement/Terms & Conditions. This Agreement will lay out how to 
set up payments and payment schedules, what information is the responsibility of the user and any 
potential fees that you may occur for certain transactions. You can opt out of receiving account 
updates, benefits or offers via email from the Bill Pay site. Before you accept the Terms and 
Conditions, you can view a demo of how the site works. This demo is also available after you have 
enrolled. After enrollment, the demo link is shown next to the Messages, Phone Number and Chat 
Now link just underneath the Bill Pay tabs to the right of the screen. Once you have read through 
the Bill Pay Agreement/Terms & Conditions and made sure that the check box to the left of the ‘Yes, 
I accept the terms & conditions’ option is selected, click the Accept & Submit button.  

 

  

2 

2 
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3. An email confirmation will be sent to the email address linked to your Online eBanking. This email 
will contain a link to the Native American Bank website as well as links to a brief how-to demo, 
access to a savings calculator provided by Bill Pay and a link to Bill Pay’s FAQ page. 

 

 

Once you have received the enrollment confirmation email, you will be automatically logged in to the 
Bill Pay site when you access Online eBanking. By clicking the Bill Pay tab after you have logged in to 
Online eBanking, you will be directly sent to the site. The following few pages are images of what the Bill 
Pay screens will look like. As stated in the beginning of this section, any questions on how to work the 
different sections of the Bill Pay site, concerns regarding payments you have made or scheduled and any 
other questions you may have will need to be asked of the Bill Pay site directly. 
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After you have sussefully enrolled and logged in to Online eBanking, you can set your accounts up to 
receive eStatements instead of mailed paper statements.  

1. From the ES tab on your home page, under the Enrollment section, you will need to complete 5 
steps listed.  

a. Step 1 will allow you to choose which accounts you wish to enroll in eStatements.  
b. Step 2 will have you review your email address.  
c. Step 3 will have you create a phrase that will be displayed on all of the emails you 

receive from Online eBanking. This is a security measure that will help you determine if 
any emails may potentially be fraudulent.  

d. In Step 4 you will have to select the hyperlink and then type in the passcode that was 
displayed.  

e. Step 5 is the eStatement Agreement that you will have to accept in order to move 
forward with eStatements. 

f. At the bottom of the page is a hyperlink to show what the eStatement will look like. 

 

 

eSTATEMENT OPT-IN PROCESS 

1a 

XXXXXXXXXXXX

XXX

 

XXXXXXXXXXXX

XXX
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1d 

1e 

1f 

1a 

Your Email Address 
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2. After you hit the Enroll Now button, the following pop-up will appear. You will receive an enrollment
confimation email to the email address listed on Step 2. If you do not receive the email within 1
hour, please contact your local branch immediately to confirm your email address with us.

The email you receive will look like this. You will also notice that the Security Phrase you chose will 
appear at the bottom. Contact information may be updated from the image. 

2 

XXXXXXXXX 

XXXXXXXXX 
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3. After your successful enrollment, your ES tab will look like the image below. The 
eStatements/Notices section will have a listing of your statements and will allow you to view PDF 
statements of the account you have chosen from the dropdown menu.  

 

a. The SignUp/Changes section will allow you to change which accounts you have 
eStatements created for.  

 

  

3a 

XXXXXXXXXXX 

XXXXXXXXXXX 

XXXXXXXXXXX 
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b. The Email Settings will allow you to change the email address the eStatement 
notification emails are sent to and what your security phrase is for those notification 
emails. 

 

c. The Additional Recipients section will allow you to send access links to outside 
individuals that will allow them to view your statements and check images. The 
following pictures show the steps of how to add an Additional Recipient. 

 

  

3c.1 

3b 
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Create a username for your Additional Recipient, enter their email address and create 
an access PIN for them and select Save. 

 

After you have created the account, select Assign Documents to pick which statements 
that the Additional Recipient has access to. You will also have to reaccept the 
eStatement Agreement. 

 

 

3c.3 

3c.2 

3c.3 

XXXXXXXXXXX 

XXXXXXXXXXX 
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The Settings section for Online eBanking is where users can make changes to their personal information, 
decide what information is viewed in the Online eBanking tab and set up Alerts for transactions and 
account balances.  

1. Personal – This screen allows you to change the email address connected to your Online eBanking as 
well as the password, reset question and security image for your account.  

 

  

Online eBanking Settings 
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2. Account – This page allows you to change the Name that shows for each account.  

 

 

3. Display – This page allows you to change the default settings for your Online eBanking page.  

 

  

XXXXXXXXXXX 

XXXXXXXXXXX 
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4. Alerts – You can create alerts to be delivered when your accounts reach a certain balance or when
information changes happen to your Online eBanking account. This screen is an overview of every
Alert created.

You can set Alerts to be sent when specific Events happen… 

XXXXXXXXXX 

XXXXXXXXXX 
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You can set Balance Alerts specific for each account. When a balance reaches above or below the set 
amount, you will see a new Alert appear on your log in screen… 

You can set Alerts to let you know when a specific item has cleared your account… 

XXXXXXXXXXX 

XXXXXXXXXXX 
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You can set yourself reminder Alerts that will appear on specific days. These Alerts can be used to 
help remind you of a bill that needs paid or of a transfer that you need to complete. 

5. ATM/Debit Card – From this section, you can mark your cards as Lost/Stolen. Updating this
information in Online eBanking instantly updates the information in Native American Bank’s system.
If you mark a card as Lost/Stolen, that card CANNOT be reactivated. You must contact your local
branch to order a replacement card and you will be charged a replacement card fee of $10 for each
card ordered.

XXXXXXXXXXX 

XXXXXXXXXXX 

XXXXXXXXXXX 

XXXXXXXXXXX 

XXXXXXXXXXX 

XXXXXXXXXXX 

XXXXXXXXXXX 
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You will be asked to confirm each Card Status Change before it has been made. The confirmation 
screen will show the card number, the name and account attached to the card and what the current 
status is and what it will be changed to.  

Return to Table of Contents 

XXXXXXXXX 
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